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» Single Sign-On
» Blackboard

» MedHUB
» Up-To-Date

» VvBrick

» VPN

» Wi-Fi

» Mobile Devices
» Free Software
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WHERE TO GO FOR HELP




WHOQO TO SEE FOR WHAT?

» Education Information Technology
» Blackboard
» VPN
» Wi-Fi

» ExamSoft

=] ed-tech@bcm.edu

» Technology & Librarian Support

» BCM Information Technology
@ http://it.bcm.edu

» Password Issues
&> BCM Popular Services Brochure

» Emall Issues ,
/=7 it-support@bcm.edu

¢ 713-798-USER (8-8737)

» Email Service
» Email service for your phone

» Please ID yourself as a “new trainee/resident/fellow” if you call


mailto:erc@bcm.edu
http://it.bcm.edu
https://bcm.service-now.com/bcmsp?id=kb_article&sys_id=2e4f5f70db3ecb0002ab7b758c9619d7
mailto:it-support@bcm.edu

SINGLE SIGN-ON



BCM FEDERATED LOGIN

» Must use your BCM username and password for access

» VPN not required

» |If you get locked out by trying 3 or more times to login, you must contact
the BCM Helpdesk at 713-798-8737 or you can log onto the Password
Self-Service and change your password: https://password.bcm.edu

» |If you get an error message when logging in:

Symptoms
Users experience a 404 error when trying to access an internal BCM web site that requires authentication.

Cause

The cause for this error is cached logon credentials. The web browser has cached, or saved, previously used user name and password.

Resolution

The user needs to delete the browser’s cached, or saved, logon credentials. (clear the browser cookies)

» (Keyword search in the IT Service Portal on “Clear” will pull this up.)


https://pwss.bcm.edu

BCM PASSWORD MANGER

» The BCM Password Manager, available at https://password.bcm.edu,
provides you with the ability to independently reset/change your BCM
account password at any time and unlock your account.

» Register using your BCM username and password

Home

» Set up security questions and answers

Welcome, (Your Name Here) Ifyouaranot  [Your Mame Here) , click here.
Configure your profile and manage your passwords by using the tasks below.

» Complete the registration

Baylor College of Medicine® = Password Manager
Manage My Profile

Manage my profile with Password Manager.

ﬁ* Forgot My Password
Set your new password by answering a series of private guestions.

© Disabled Tasks

Enter Your User Name
Manage My Password
If you know your current password, you can securely change all your passwords.

Enter YOUr user name.

Enter user name


https://password.bcm.edu/

All BCM faculty and students are to understand and
adhere to BCM IT security and compliance policies with
the bottom line, any computing devices connecting to
the BCM network, to include Wi-Fi, must have up-to-
date operating system/associated applications security
patches and anti-virus/anti-malware running, and use a
strong password/PIN that is not to be shared.

-BCM IT
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ABOUT BLACKBOARD

» Blackboard Learn is our current LMS
» YOu can access it, using your browser, from anywhere!

» URL is http://bcm.blackboard.com

» Use your BCM Username and Password (Single Sign-On)for access

» What information can be found in Blackboard?
» Courses & Faculty Information
» Accreditation & Attestations
» Textbook Information, Goals & Objectives
» Faculty Contact Information
» Lecture Schedules
» PowerPoints for Lectures

» Quizzes, Assignments, Problem Sets


http://bcm.blackboard.com

Baylor

College of
Medicine

Blackboard Learn Login

BCM'’s Current Blackboard Home Page
http.//bcm.blackboard.com

BCM users

| Non-BCM users ]

Need Help Logging In?

Login Assistance: 713-796-8737
Default login information (PDF)

Blackboard Helpdesk

Office: M220, Debakey building
Mon-Thur: & am.-4 p.m.

Fri: 11am-4pm.

Email: ERC{@bcm.edu
Blackboard policies

Student Resources

Bb Learn help for students

Student technology sheet (FDF)

Is my browser supported by Blackboard?
submitting assignments

How to get your grades

About Bb Student App

Faculty Resources

How to use Bb Learn for faculty

Faculty technology sheet (POF)

is my browser supported by Blackboard?
Diesign content for Mobile Leamn

How to use Collaborate

Join the Blackboard Community



http://bcm.blackboard.com

BLACKBOARD — ONCE YOU LOG IN
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Blackboard : ‘ c ‘ i

‘ B insticution Page Welcome toBaylor College of Medicine

AR Anthony Stark

Activity Stream Blackboard Help desk

Courses Blackboard Help Desk

« Office: 271A, Cullen building
Organizations » Mon-Thur: 8 a.m.-4 p.m.
» Frii 8a.m-4 p.m.
» Email: ed-tech@bcm.edu
* Blackboard Use Guidelines and Procedures (Coming Soon)
« For login issues, call the BCM Help Desk (713) 798-8737
Messages « @hupy/itbcm.edu

« Email IT Help Desk: it-support@bcm.edu

Calendar

Grades

L Module Name

TMC Library Homepage

The
Sign In From Anywhere

Health Sciences Resource Center

PubMed & OpenAthens

Direct link to PubMed via the TMC library



Notification Settings

& =

Stream Filter | show All
Stream Notifications

Systemn Notifications

Notifications for due dates, grades and feedback,
and new gradable items always appear in your
stream.

Upcoming

Leading & Managing Healthcare Systems 2019 Spring Edited
Due: Anesthesia Reimbursement Assignment
Due Date: 2/11/19, 11:59 PM

Nov 28, 2018

Also notify me in the stream about these activities

Leading & Managing Healthcare Systems 2019 Spring Edited
Due: Module 3 - U.5. & World Healthcare Systems : Module 3 - Healthcare 5...
Due Date: 7/1/19, 11:59 PM

Nowv 28, 2018

B MNew course calendar items

Leading & Managing Healthcare Systems 2019 Spring Edited
Due: Module 4 - Patient Safety and the Healthcare System : Module 4 Com...
Due Date: 7/8/19, 11:59 PM

Nov 28, 2018

¥ New messages

Leading & Managing Healthcare Systems 2019 Spring Edited
Due: Module 5 - Organizational Theory & Function : Module 5 Competency ...
Due Date: 7/15/19, 11:59 PM

Nowv 28, 2018

({1

Mew content added

Leading & Managing Healthcare Systems 2019 Spring Edited
Due: Module 6 - Leadership & Power : Module 6 Competency Check
Due Date: 7/22/19, 11:59 PM

Nov 28, 2018

¥t

New gradable items

Show more upcoming_ activity

MNew courses availahle
Today Friday, December 14, 2018

— Baylor College of Medicine Announcement

New discussion messages

@® Discussions for all of my courses

Only discussions I'm participating in

Student performance alerts



BLACKBOARD ALLY

Blackboard Ally is @ tool to help make your course cantent more accessible. Download alternative accessible
formats of your course files - choose from semantic HTML, audio, electronic braille and more.

Accessible files include readable text for screen readers, pictures with captions, and easy-to-navigate content.
Ally creates multiple accessible alternatives from the original documents in your course. You can download
accessible formats anywhere that files are used.

Accessible Formats

Ally generates alternative formats for these file Ally creates these alternative accessible formats;

types:
= OCR version for scanned documents
= PDF = Tagged PDF version of Word, Powerpoint, and
= Word OpenOffice/LibreOffice files
= Powerpoint = Semantic HTML
s OpenOffice/LibreOffice = ePub
s HTML s Electronic braille

Find Accessible Files Atoms + Compounds

Attached Files: [j Dalton's Theory of Atoms.docx - (2.348 MB)
(3 Elements, Compounds & Mixtur
(3 Elements Compounds Mixture o
The postulates of Dalton's atomic theory: which P
1

In your Blackboard course, locate a file's menu
and select “Accessible versions”.

Accessible versions |

Download Accessible Files

Once you found your course file, select
lthe file dropdown and selecl Accessible
versions. Py

FHarttori imiln vamen

O HTML verzion - For wewang i the beoveser

Aude version

A pop-up window lists accessible file
options. Accessible versions may vary
depending on the file type. Choose a
version and select “Download”.

If this is your first download of a specific
file tupe, a Prepdring download
notification appears. The download may
take multiple minutes to complete.

~

Once your file downloads, you can open
or save the accessible version. You can
also return to the original file to get
different versions. The instructor's original
file will always remain in your course,
regardless of which alternatives you
select.

Praperitg vour downinad, Thie can fake a lew mirdles,

ERC Resources

L ]

’J:j Student Technology Page 2017-2018

—‘ Faculty Technology Page 2017-2018

Download alternative formats

HTHL

ePub

Electronic braille

Audio
MP3 version for listening

e

Cancel

Alternative formats

Adaptive Release
Adaptive Release. Advanced

Set Review Status(Disabled)

Metadata
Statistics Tracking (On/Off)
View Statistics Report

Uszer Progress

For viewing in the browser and on mobile devices

For reading as an e-book on an iPad and other e-book readers

BRF version for consumption on electronic braille displays

A¥ Download




BLACKBOARD MOBILE
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. \ » Access grades, course
I content, and more - right from
he Blackboard app on your
o o phone. Available on the Apple
i : App Store or Google Play

History 101: Next Quiz m a;

eeeCO ATRT 7 715 PM

SCE

~

Upcoming

Greek Mythology Slides

d
Sample Test Questions

Chemistry 201: Next Quiz

Quiz on The Scientific Method
in 3 days n,  Chemistry 201: Assignment

2m ag Scientific Method Assignment 1
Overdue! - 3/16/2014

Understanding Reactions

Help me prepare

Dismiss

Today

Chemistry 201: Event
Biological Sciences:

Cyberdyne Inc. Field Trip

Discussion Title
Reply From: Chad Fisher
That's a great idea! We should start

In 2 days
2m ago

asking if anyone knows a local botanist.

- Reply From:
ZITI agl
Chelsea Jennings

| agree; | think if we did more of that,

/ : we would be in a good position...
} 2m age




MEDRUB



meanub

MedHub is a web-based Residency Management System
designed to track and document a variety of program and
resident activities for scheduling, curricula delivery and
evaluations, which are required for program and institutional
accreditation.

» For content issues contact: ask-gme@bcm.edu

» Website Address: https://bcm.medhub.com/

» Login Information: Single Sign-On [BCM username and Password]

» Forlogin issues contact the BCM Help Desk (713) 798-8737 or by email
it-support@bcm.edu



mailto:ask-gme@bcm.edu
https://bcm.medhub.com/
mailto:it-support@bcm.edu

UP-TO-DATE



HOW TO ACCESS

» So that the site recognizes you are with BCM and you won’t be
prompted to pay for a subscription:

» |f you are on campus, connect to BCM Wifi, NOT Guest

» |f you are away from campus, you must be connected to
VPN, then access the site.

» For instructions on how to get VPN, please visit the
Student/Trainee Ed-Tech page

» This applies to the website and mobile app

» https://www.uptodate.com/home



https://www.bcm.edu/education/academic-faculty-affairs/student-services/academic-success-center/studenttrainee-tech-resources
https://www.uptodate.com/home

VBRICK



VBRICK

» BCM'’s video system
» Similar in look and feel of YouTube

» Use your BCM username and password (Single Sign-On) for
access

» URL: https://bcm.rev.vbrick.com



https://bcm.rev.vbrick.com

Baylor College of Medicine’

SIVING LIPE TO FOISEELE

RECENTLY ADDED VIDEOS

ﬂ' Media w

Evenis

Search Media

o: Multipl...

L wwmckinn | M & ©

CATEGORIES

ARCHIVE

COMMUNITY

EDUCATION

Ethics, Professionalism, and Policy Program
Live Event Broadcasting

RESEARCH

Uncategorized

EVENTS

ID: Protozoans: Leishmaniasis, Chag...



“Whoa! Watch where that thing lands — we’ll probably
need it.”



» Only needed to access BCM resources from off campus
» Used to access Up-to-Date
» Must be on the BCM network to set this up.

» Only the ERC Option works for BCM resources like Up-to-Date
(VPN not needed for Blackboard or ExamSoft)

» Note: Any computer connecting remotely to the BCM network
must be up-to-date with all operating system security updates
and anti-virus definitions.



HOW TO INSTALL VPN

» Open your browser

» Go to vpn.bcm.edu and follow the directions

» Must install the Google Authenticator app on
your mobile device to provide the secure token
to enter into the VPN app.

(] Authenticator g

» For detailed instructions on how to install the 515462
Google Authenticator: https://it.bcm.edu (Use v

MFA in the keyword search) \o _/
986155
&

» Once the Google Authenticator app is
installed, the token refreshes every 15
seconds, so you have to be quick in entering
it into VPN.

» Must be on the BCM network to set this up.



http://vpn.bcm.edu
https://it.bcm.edu

Warning: Since this involves a
software installation, your
laptop/desktop computer may request

“permission” several times during this
Installation.

-BCM IT






BEFORE YOU CONFIGURE YOUR LAPTOP FOR WI-F]

» Change your BCM password.

» \Why?

» Your 1st BCM Password is TEMPORARY and only last for 10
working days - making it necessary to setup Wi-Fi again!



BCM-WIFI NETWORK

» \Wireless connectivity is available in all BCM buildings throughout
campus. If prompted, use your BCM username and password.

» You will need the BCM Wireless Network to:
» Access the BCM Intranet
» Access applications that BCM licenses
» Change your BCM password

» Do not configure the Guest Network

» |f you change your password. Log out of any mobile devices
before making the change. Make the change, then log back into
your devices. If not, you may get locked out.



MOBILE DEVICES



WHAT PHONES DOES BCM SUPPORT FOR EMAIL

» BCM supports the iPhone and
Android

» [0 set up your email, you
must download the Mobile
Device Management (MDM)
app called Microsoft Intune
and follow the instructions for
configuration.

Microsoft Intune Company Portal ﬁ

Microsoft Corporation >

Reviews Related

» [0 access instructions, go to:
https://it.bocm.edu (use
keyword “mobile” for more
information)

Description



https://it.bcm.edu

MFA & MDM

MFA is Baylor’s 2 Step MDM is the ability to add BCM

Verification for various sites email to your mobile device
2 Step is triggered when outside It is separate from MFA

of the BCM network
Manages mobile devices passively to

There are 2 Ways of ensure security of potential sensitive
Authenticating information

It is required for all Office applications
Google Authenticator on mobile devices such as teams and
power apps.

SMS Authentication

More information on both services can be found at

IT.BCM.EDU

Baylor
College of
Medicine




FREE
SOFTWARE/STORAGE



FREE SOFTWARE THROUGH IT SERVICE PORTAL

» Office 365 ProPlus - Students may install on up to five (5) personal
computers for home use using your BCM username and password. Go to
Settings through www.mail.bcm.edu.

» [For Personal Devices:

Anti-Virus for personal devices is highly recommended; however, Baylor
College of Medicine does not currently provide a no-cost option. There are
many excellent options available for Mac and Windows computers, including
free programs such as Microsoft Security Essentials for Windows 7,
Microsoft Defender for Windows 8 & 10, Sophos Anti-Virus for Mac Home
Edition, or Malwarebytes for Mac.

FREE STORAGE

» OneDrive is Baylor’s online file sharing service. Use OneDrive to store,
share, and collectively edit files. OneDrive can be accessed from any
browser at https://mail.bcm.edu (1TB limit) by logging in with your BCM
Bsername and password, click on the app launcher ::: and chose One

rive.



http://www.mail.bcm.edu/
https://mail.bcm.edu/

HTTPS.//MAIL.BCM.EDU

L.earn more about Mobile Device Management

Baylor

College of
Medicine



http://WWW.MAIL.BCM.EDU
https://bcm.service-now.com/bcmsp?id=kb_article&sys_id=bf2b129ddb03cfc0729c73d78c9619fe

HTTPS://IT.BCM.EDU
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Report a Problemn Request A Service Browse Knowledge View Status

RENWOI |\ -ORMATION | IT SERVICE

ol TECHNOLOGY | PORTAL
Medicine

Report A Problem Reqguest A Service View Status

Is something not working right? Tell us what See and request the [T services you need to Take a look at how your incident or service
it is and we'll look into it. get through your workday, such as e-mail or request is coming along.
clinical desktop support.

Top Requests Top Knowledge Base Articles

Mobile Device Management Request BCM Multi-factor Authentication (MFA)

Request to Receive Access to the BCM Mobile Device ' MFEA explained in detail; What is it, how do | use it, FAQs,
Management Solution and maore

EPIC Provider Template Request & Symantec Endpoint Protection

Patient Billing Systems Provider Template Reguests Symantec Endpoint Protections is the standard Anti-VWirus

= : : . software used for all BEM Devices
ttps/fbecm.service-now.com/bemspTid=bem_index sCTtware used o BCM Devices


https://IT.BCM.EDU

A FEW IT RULES

“Wait a minute here, Mr. Crumbley. ... Maybe it
isn’t kidney stones after all.”



IT RULES

» Do not give your Username or Password to anyone else

» Be certain that your computer is clean, i.e., has Antivirus
Software and that it’s virus definitions are current

» Be certain your computer’s operating system and software
have the most recent patches

» |f you discover URL'’s to College materials, do not provided
them to non-Baylor students or personnel.

» Do not post College Materials or Patient Data on public Web
sites, Social Media platforms, e.g., Google Groups, Google
Docs, SlideShare, Facebook, etc



IT RULES

» BCM provides unlimited email storage. It is not necessary to
forward, copy, or move BCM email out of Baylor's email
system.

» Your @bcm.edu student email address is used for ALL college
email communication. You MUST check this email account
daily.



WWW.BCM.EDU/STUDENT-ED-TECH
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StudentiTraines Tech Resources

Contact Education
Technology Staff

ed-le b, edy

aogle Fap daiy S35 Sooge

Acadermnic Success Center

Michas| E. DeBakay Cerder for

Biornedical Education and
Reaarch

Second, Third and Fourth Floors
i, T 77030

School Technology
Fresentations

Presented Al the beginning of each

; e [0 L

sludents, these presenl

currarnl Lechn

Skl ol Hea

*  Sthaol ol M

" Graduste Schdol of Bis

Stences

Student Technology

Minimum Computer
Reguirements

Edf-Tach Minirmwm Compater

Reguiresmernts 2020-2021

Student/Trainee Ed-Tech Resources

About Education Technology

Education technology support is provided by the Aca
Office of Information Technology. We offer 2

side range of senvices to enha

echnologies team within the
the

instructionsa!/learning experience for Baylor College of Medidine faculty and learners.

Educational Resources

Software Link

Auuifer

Blackboard Resowrtes

Lagin
Bax

E*\ialue

Exam&afl Resources

e

agint

MedHub

Description

Auiles provides case-Dased

reviewed, and ¢
updated by the

orlium, W support best

practices in clinical waching

close cal

le's courses buiid
esianlial knowisdge and
Tae

climcal reass

&

health prafessions studenls
graundesd in Aguilers

pedagoiy.

BOM Learmning Managemanl

BCM Clowd Storage

Urnalhcial ramsergs
Grades, Firnandial A

Student A

Sturdent Direc

Regiziration |

eb-based Evalwalion

al Pragrams

Edfwcatio

ub s & weab-based

1cy Managerment
fesigied Lo Lrack

decurisenl & warkaly of

pragrant and resident

aduling,

Sles o Lo

curricwla defreery and

evaluatiog are

reguired rarm and

institubional stdraditativn.

MedlinePlus brings wwgether

Camments

You will be prompted to login
using 550

Gel

arted with Box
Cantaci the BCM Help Desk Al
713-728

COnLerns.

1SS

You will be prompted to login
using your 550

Tou will be prompted to login
using 550

Sehaal of Medidine - oo

Ecuwll

Schaol af Health Pr

Program - contact ¥

Tou will be prompted to login
using 550

Graduwate Medical Education
Coantacl. Dennis |eors

Tou will be prompted to login
using 550
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http://www.bcm.edu/student-ed-tech
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